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PUBLIC KEY EXCHANGE USING CROSSED MODULES OF GROUPS
N. INASSARIDZE1,2 AND E. KHMALADZE1,3

Abstract. A notion of one-way crossed module of groups is introduced and a new general public
key exchange protocol based on one-way crossed modules of groups is described.

1. Introduction
There are many attempts to use modern algebraic structures in different cryptographic constructions (see [1, 3, 8–12, 16] and related references therein). Some typical cryptosystems based on noncommutative groups (semigroups, algebras) described in recent papers are the best understood as
various generalizations of the classical Diffie–Hellman scheme [5]. In the Diffie–Hellman case the underlying algorithmic problem is the famous discrete logarithm problem for the platform group. Other
group based schemes the underlying algorithmic problems could be different such as the conjugacy
search problem, the membership search problem, the decomposition and factorization problems and
so on.
In this note we propose a new general public key exchange protocol based on one-way crossed
modules of groups, that is, one-way functions having an additional algebraic structure. Here, we only
give some well-known examples of crossed modules of groups, whose computing algorithms have the
cryptographic nature, which will be demonstrated in the forthcoming paper suggesting candidates of
one-way crossed modules.
1.1. Basic notions and notations. We proceed with recalling some basic notions and notations.
Let G and H be the groups. By an action of H on G we mean a left action written by h g, for h ∈ H
and g ∈ G. It is always understood that a group H acts on its normal subgroup H 0 by conjugation:
h 0
h = hh0 h−1 , for h ∈ H, h0 ∈ H 0 . Moreover, given a group G, it is always understood that the group
of automorphisms Aut(G) acts on G in the following natural way:
φ

g = φ(g),

for φ ∈ Aut(G), g ∈ G.

Given an action of a group H on a group G, the semi-direct product of G and H is defined to be
the group G o H with the underlying set G × H and the multiplication
(g, h)(g 0 , h0 ) = (g h g 0 , hh0 ),

for all g, g 0 ∈ G, h, h0 ∈ H.

In particular, the product of elements in G o Aut(G) is given by
(g, φ)(g 0 , ψ) = (gφ(g 0 ), φψ),

for all g, g 0 ∈ G, φ, ψ ∈ Aut(G).

2. One-way Crossed Modules of Groups
The general concept of a crossed module takes its origin in the work of Whitehead in the late 40s
of the past century [15]. The crossed modules of groups are algebraic models for the path-connected
CW-spaces whose homotopy groups are trivial in dimensions > 2. Since their introduction, crossed
modules played an important role in the homotopy theory.
Definition 2.1. A crossed module of groups is a group homomorphism µ : G → P together with an
action of P on G such that
µ(p g) = pµ(g)p−1 , µ(g) g 0 = gg 0 g −1 ,
for all g, g 0 ∈ G and p ∈ P , denoted by (G, P, µ).
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Now we give examples of crossed modules of groups which are useful in cryptographic sense for
constructing candidates of one-way crossed modules.
Examples 2.2.
i) A normal inclusion N E G is a crossed module, where G acts on its normal
subgroup N by conjugation.
ii) Let G be a group. There is a homomorphism
α : G → Aut(G)
given by α(g) = φg , where φg is the inner automorphism defined by g ∈ G, i.e., φg (g 0 ) =
gg 0 g −1 . It is easy to check that α together with the action of Aut(G) on G described above,
is a crossed module.
iii) Let G and H be groups acting on each other compatibly, that is, the following conditions:
(g h)

(g 0 ) = g (h (g

−1

g 0 )) ,

(h g)

−1

(h0 ) = h (g (h h0 )) ,

hold for all g, g 0 ∈ G and h, h0 ∈ H. Let us denote by G ./ H the quotient group (G o H)/L,
where L is the normal subgroup of the semi-direct product G o H generated (as a group) by
all elements of the form (g h g −1 , hg h−1 ), g ∈ G, h ∈ H. As a consequence of the compatibility
conditions, the canonical maps
µ : G → G ./ H

and ν : H → G ./ H

are the crossed modules (see [6]).
Now we introduce our main (cryptographic) notion, which will in the sequel be the subject of our
investigation and applications in a key exchange protocol.
Definition 2.3. A crossed module of groups µ : G → P is called a one-way crossed module if it is a
one-way function (OWF) by its cryptographic nature, i. e., intuitively saying, a function that is easy
to compute, but computationally hard to invert.
Having in mind that the existence of OWFs is not proven yet, we may follow the common practice
for the proposition of new candidates of OWFs for cryptographic applications. Consequently, the
following two necessary (but not sufficient) conditions may be required for the maps to be candidates
of OWFs:
(1) The computation of direct value of the map is computationally easy;
(2) A certain hard problem without a known polynomial time algorithm is reducible, in polynomial
time, to inverting problem of the map.
General one-wayness assumption. In this subsection we address the general question of onewayness of a crossed module.
By the Peiffer identity in Definition 2.1, knowing µ(x) for some x ∈ G, one can compute
µ(x)

g = xgx−1

for any

g ∈ G.

So, we arrive at the computation problem which we call the total conjugacy search problem (TCSP).
It has the form:
given a group G, a map f : G → G given by some polynomial algorithm and the information
that f (g) = x g for some x and any g ∈ G, find at least one particular element x with this
property.
This problem is related to the known problem, called the k-simultaneous conjugacy search problem
(k-SCSP) for a fixed k ∈ N:
given a group G and two k-tuples of elements in G, (g1 , . . . , gk ), (h1 , . . . , hk ), and the information that x gi = hi for all 1 ≤ i ≤ n and some x ∈ G, find at least one particular element x
with this property.
Namely, we have the following theorem.
Theorem 2.4. Let G be a finitely generated group with k generators g1 , . . . , gk . Then TCSP is
polynomial-time equivalent to the k-SCSP for generators, i.e. to the problem:
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given a k-tuple of elements in G, (h1 , . . . , hk ), and information that x gi = hi for all 1 ≤ i ≤ n
and some x ∈ G, find at least one particular element x with this property.
We note that simultaneous conjugacy decision problem turns out to be quite hard in many groups,
and even unsolvable in some cases. This problem was studied for various classes of groups (see
[7, 13, 14]). It is shown that the solvability of the conjugacy problem does not imply the solvability of
simultaneous conjugacy problem [4]. More recently, in [2], the examples of finitely presented groups
are constructed, where the ordinary conjugacy problem is solvable, but the k-simultaneous conjugacy
problem is unsolvable for every k ≥ 2.
We suppose that the simultaneous conjugacy search problem for generators will have at least the
same hardness, than the k-simultaneous conjugacy search problem. We also note that if there is an
algorithm for solving the simultaneous conjugacy search problem for generators which calculates some
g 00 ∈ G such that
µ(g) 0
g = g 00 g 0 g 00−1 for anyg 0 ∈ G,
there is no guarantee that g = g 00 . Indeed, it means that g −1 g 00 ∈ Z(G) (center of G). Hence if the
center of the group is large enough, it will be unfeasible to recover g from g 00 by simple multiplications
on center elements of the group G.
3. Key Exchange Protocol
In this section, we give a new general key exchange protocol using the idea of one-wayness of crossed
modules. Then choosing a platform crossed module of groups, we give practical instances of these
protocols.
Protocol. Let (G, P, µ) be a one-way crossed module of groups. The group G is considered to be a
set of possible public keys, i.e., elements g, g 0 ∈ G are chosen and made public. Both Alice and Bob
are going to work with the crossed module (G, P, µ) if they wish to create a shared key. Then, for
creating a shared key, Alice and Bob can proceed as follows:
1. Alice selects at random a private key m ∈ N. Then she computes the element
a = g m · g 0 · g −m ,
applies the one-way crossed module µ to the element a and sends µ(a) to Bob.
2. Bob selects at random a private key n ∈ N. Then he computes the element
b = g n · g 0 · g −n ,
applies the one-way crossed module µ to the element b and sends µ(b) to Alice.
3. Alice computes her key as follows:


KA = (g m ) · µ(b) g −m · g 0 · g m · (g −m ).
Bob computes his key as follows:
KB = (g n ) ·



µ(a)

g −n · g 0 · g n



· (g −n ).

Using the crossed module structure, namely, the Peiffer identity of Definition 2.1, we have the
following equalities:


KA = (g m ) · g n · g 0 · g −n g −m · g 0 · g m · g n · g 0−1 · g −n · (g −m )


= (g n ) · g m · g 0 · g −m g −n · g 0 · g n · g m · g 0−1 · g −m · (g −n ) = KB .
So, Alice and Bob have the shared key K = KA = KB .
Remark 3.1. Note that the publicly known elements g and g 0 of G should be chosen in such a way
that gg 0 6= g 0 g. Otherwise, the scheme will become trivial. Moreover, as in the Habeeb-KahrobaeiShpilrain key exchange protocol [8,11] and in contrast to the “standard” Diffie–Hellman key exchange,
the correctness here is based on the equality g m · g n = g n · g m = g m+n , rather than on the equality
(g m )n = (g n )m = g mn .
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Security assumptions. Since the shared secrete key in the Protocol is
K = g m+n · g 0 · g −(m+n) · g 0 · g m+n · g 0−1 · g −(m+n) ,
our security assumption is that it is computationally hard to retrieve the key K from the quadruple
(g, g 0 , µ(g m · g 0 · g −m ), µ(g n · g 0 · g −n )). If the adversary chooses a “direct” attack by trying to recover
the private keys a, she will have to invert one-way function µ on µ(a), then to solve the conjugacy
problem for g m · g 0 · g −m and, finally, to solve the discrete logarithm problem for g m .
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