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ABSTRACT. Digital signature schemes are fundamental cryptographic primitives, which are
building blocks in the design of secure protocols and other cryptographic objects. Digital signature
is information in digital form, attached to another digital information, which should be signed. Digital
signature associated with such information is used to identify the person signing this information.
The main task of digital signature is to confirm the authorship of some document and to confirm that
the document was not changed after it was signed. The traditional digital signature schemes that are
used now are vulnerable to quantum computers attacks since their security is based on the problems
of factoring large composite integers and computing discrete logarithms. E.g. the RSA scheme with
four thousand-bit keys is considered useful to protect information from attacks of classic computers,
but is not safe against attacks of quantum computers.Hash-based digital signature schemes offer a
very promising alternative to RSA and elliptic curve signature schemes, which were invented by
Merkle. Merkle started from fundamental, one-time signature scheme proposed by Lamport and
Diffie. One-time signature schemes have found numerous applications: in ordinary, online/offline,
and forward-secure signatures, in multicast and broadcast authentication.One-time signature
schemes proposed by Bos and Chaum and by Reyzin and Reyzin generalizing that of Lamport and
Diffie, are safe against attacks of quantum computers. In this article we give a naive algorithm of the
mapping S, computation of which is the most expensive part of the Bos-Chaum’s and Reyzin-Reyzin’s
schemes. We show that our algorithm of computation of function S is linear time and the Bos-Chaum
scheme with our algorithm incorporated could be used in the construction of the Merkle tree.
© 2018 Bull. Georg. Natl. Acad. Sci.
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Nowadays digital signatures have become a key technology for making the internet and other IT-
infrastructures secure. Instead of outdated traditional physical signatures, digital signatures are turning more
important tools to implement secure and correct signs. Providing authenticity, integrity, and non-

repudiation of data, digital signatures are widely used in identification and authentication protocols.
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Therefore, the existence of secure signature algorithms is crucial for maintaining IT-security. The digital
signature algorithms that are used in practice today are RSA [1], DSA [2], and ECDSA [3]. They are not
quantum immune since their security relies on the difficulty of factoring large composite integers and
computing discrete logarithms.

Hash-based digital signature schemes offer a very promising alternative to RSA and elliptic curve
signature schemes, which were invented by Merkle [4]. Merkle started from fundamental, one-time
signature schemes from [5]. One-time signature schemes proposed by Lamport-Diffie and Rabin [6] were
among the earliest signatures based on the idea of committing to private keys by one-way functions.

In this article we discuss one-time digital signature schemes proposed by Bos and Chaum [6] and Reyzin
and Reyzin [7] generalizing that of previously invented by Lamport and Diffie. In Section 2 we recall the
schemes of Bos and Chaum and Reyzin and Reyzin. In Section 3 we give our algorithm of the mapping S
and calculate its efficiency, showing that with it the scheme of Bos and Chaum is similar to that of Lamport
and Diffie and can be used in the multiple-time signature scheme of Merkle.

Bos-Chaum and Reyzin-Reyzin One-Time Signature Schemes. In this section we recall the one-time
digital signature scheme proposed by Reyzin and Reyzin, called the RR scheme, and which is a
generalization of that given by Bos and Chaum.

t
Let b, ¢, k be integers such that [kj > 2" Let [] denote the set {1, 2, ..., ¢} while I/ denote the set of k-

subsets of [¢]. Let g:{0,1}" — {0,1}"be a cryptographic hash function and S:{0,1}" — I’ an injective
mapping. Let 1 :{0,1}' — {0,1}' be a one-way function operating on [-bits strings, for a security parameter
1'. The RR scheme works as follows:

Key generation. For the given security parameter 1', the private key kpm consists of random ¢ bit strings

of length /
k. = (8150055,)
Then the public key of the scheme is
Ky = VisesV))s

where v, = f(s,),i €[t].
Signature generation. A message m € {0, 1}* is signed using the private key k . . At first the message

priv
digest g(m)e{0,1}"of m is computed. Next the mapping S is used to compute. Then the
S(g(m)=1{i,_i}e Itk signature of the scheme is given as a sequence (S, s Sy ).
Signature verification. To verify a signature (s{ ,...,s;) on a message m, again S(g(m)) ={i ,..., I )e It"’ is
calculated. Finally, it is checked whether

(f(syl)amaf(svk)) = (Vi1 ""’Vik )

As we have already mentioned, the RR scheme generalizes the one-time signature scheme proposed by Bos
and Chaum [6], if /=2k, which in turn is a generalization of the scheme of Lamport and Diffie [5], if b=k
and the mapping S is given by the algorithm: for any bit string m = (m,,...,m, ) of length k, compute S(m)
as {1+m,....2k-1+m,}.

Security. It is easy to see that each message corresponds to a different k-element subset of the set /; . Hence,
in order to existentially forge a signature on a new message after a one-time adaptive chosen message
attack, the adversary is forced to invert the one-way function f on at least one of ther —k values in the
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public key for which the corresponding value in the secret key has not been revealed. Thus, the security of
this scheme relies on one-wayness of 1.

Looking at the efficiency of this scheme, one deduces that the key generation requires t evaluations of
one-way function. The private and public key size is#/ bits. The signature is &/ bit long. The signing and
verifying algorithms take as long as the running time of the algorithm for the mapping S. Reyzin and Reyzin
gave two algorithms for implementation of the mapping S:

Algorithm 1. It is based on the following equation:
t t-1 t—1
W
and has the computation cost of 0(tklog®(¢)), provided 0(k* log® (7)) bits extra storage available.

Algorithm 2. It is based on the following more complicated equation:

-2

and has the computation cost of 0(k” log(¢)log(k)), provided 0(k* log”(¢)) bits extra storage available.
Hence, it is obvious that the most expensive part of this scheme is the computation of the function §

[2,8].

New Algorithm of S Mapping. In this section we present a naive algorithm for the mapping S used in the

digital signature schemes of Bos-Chaum and Reyzin-Reyzin from previous section, obtaining a Lamport-

Diffie type signature scheme.

Our Algorithm. We compute the mapping

k
S {011 —> 1
2%k

for any even integer k£ > 0 as follows:
Let vbe an element of {0,1}* , presented as v = (v,,...,v,) withv, € {0,1}, i e [k]. Let V>V, sV, bethe

only 1-s, with i, <i, <---<i .
(Step ) If r> %, then i, =i +k forall je[k—r]. Then define

SW)=(,,..r0;)
and the algorithm terminates;

(Step 2) Otherwise, r < %, soset i, =i, +kforallje[r];

(Step 3) Setp = I,

(Step 4) Ifk+ p<i,, ,,thenset i, =i, forall p<j<randi, 6 =k+p; if

r+ r+j+1

(number of i-s) +1 = k, then define

SW)=(,5..00;)
and the algorithm terminates;
(Step 5) Otherwise, set p = p + Iand go to the (Step 4)

Theorem 1. The mapping S defined above in Our Algorithm is one-to-one, while the algorithm itself is
deterministic and polynomial-time with the k-bit input and computational cost of 0(k).

Proof. It is clear that the algorithm is deterministic.
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According to the algorithm’s (Step 1), if » > %, the algorithm executes at most% cycles performing

arithmetic operation. Otherwise, if r < > according to the algorithm’s (Step 2-5), it executes at most r +

k cycles performing arithmetic operation. Hence the computation cost of the algorithm is 0¢k).
Now we have to show that for anyv,v € {0,1}* with v = v we have

Sz SK).

Suppose v =(v,,..,v,) with ij €{0,1},j €[n] such that v'].‘ ,v'].2 ,...v'].p be the only 1-s, with
S <Jy<o<Jj,.

Case L: If {i,,iy,..0i, } & {Jis Jnoeeor J,}» then according to the algorithm’s (Step 1, 2, 4) the calculation of
S(v) and S(v’) implies {i,,i,,....i,} € {Ji» J,»---»J, } Which means that our claim is proven.

Case II: Suppose that {i;,i,,.., .} < {ji, /,»-- J,} - It is easy to see that p > r implying k - r > k - p.
Hence we have|{i,.,,i, i} [P, 1157 12>+ Ji } | - Using the algorithm’s (Step 1, 2, 4), we have also the
inclusions  {i,,,,,.55eees i }o U pats Jpuasedi} S U+ LA+2,.,2k} . It s clear that {7, .i,,,,... j;} €
{J\sJa»---J, y implying the correctness of our claim in this case.

Conclusion. Since the most expensive part of the schemes of Bos-Chaum and Reyzin-Reyzin is the
computation of the function S and our algorithm of computation of S is linear time, it could be incorporated
in the scheme of Bos-Chaum and used with the same success as the original scheme of Lamport and Diffie,

namely in the construction of the Merkle tree.
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0bxm®Hd5%03s

65039960 seam®003o dMU-Bswgdols ghroRgHIO
H9dmfg®ol bggdoLsmgzgol

B. 065L5603g", 8. 0530B0™, g. bBsEWsdg®, 3. 058300™

03569 3356083000l bsbgermBol 0dogrobol bobgemdfogem «1b039GboBIA0; o.G3BIsdolb Fs09ds¢0z0l
0bbHod?IH0; bogs®mzgammb 3996037960 #960390LoBIG0; 080¢robols 8s099s9H030L 8936096980b
696®0, 0docmobo, bsgstorzgerm

B39l 85630b #96039(0boBGIAH0, 0380emobo, bsgstozgerem

$0g069 x535b0830em0ls bsbgermdol 0dogroliols bsbgerdfogm #96039GLod9d0, 5.6GsBsdol 8509839030l
0bbHod?IH0; bogs®mzgammb #bogzgmbodgdo; 08oemobol 8s098s5%9030b 8936096980L 396360,
080¢molo, bsgs®ozgerm

(§963m©agbo0s 535009300 §g360b b. 0bsLaGodol doge)

3ogemo bymdmfighgdol bdgdgdo BMbEsAghdmGo 3HodGmaMsgommo 3G000G03900s,
Hm3wgdog §sGImsygbl MLsgmmbm 3HmEmamergdols s bbgs 3M03EmaMsgommo mdog]-
Hgdol oBsobol LEGMWIEGHWOME gmgdgh@gdl. soBOHMEo bymdmfighs sGol obgm®mIsgos
3oBOME 3mGIsGdo, dodsgyMgdmmo bbgs 30gMHwmm 0bgmmdsgostosb, Gmdgwog Mbos ogml
bgmdmfighoero. gogmmo bgmmdmfighs ©s3538060gdwmmos G5 59 0bgmmdsgoslosb, gsdmoyg-
6905 bgedmdfigho 3oMol owybGogzgoEoMgdol;mgol. zogMwmmo  bywdmfigol doMmomsEo
50m39655 9EVEGHMOML ©m3MIghEol 9x3emdIMds ©S ESIBEHMOHMY, Hmd ©m3MAgb@o
bgamdmfgmols 990cgg 56O T933E0ems.

GM5©0E0wo Jgd@mmbmemo byedmfighgdol bdgdgdo, Mmdgmgdog 595595 gs0moggbgds,
6ol LmbBo 336G Mo 3Mmd3omEgMgdol ™s3slbdgdol fobssmdmgy, Ms@ysd dsco Misgm-
»bemgds 953mdbads oo 89a9bowo dmgmo MHogbzgdol BodEm®moBsEooL s olIMYGHWWo
©@Ma5MHomIGOoL 35dmmgeols 3GHmdErgdgdl. RSA-ob Udgds mmbo s0sl-00¢0%60 gslismgdgdom
0m390s 9BIJHMOS© JEsboZMGo 33301EIMIOOL 19gENBIGOOL Fobssmwdwgy, 3s3™Msd 0y0
56 6oL MLsBGMbM 3356EMGO 3Mm330mEgMIdOL 0s3BAZdOL F0dsM0.390BY ©sEwMIbdEO
38O bymdmfighgdol Lggdgdo 33msgsbmdl RSA-ob ©s gmoglwmmo foMgdol byumdmfg-
69d0b 1ggdgdol dsgosb 3gML3gdGomm sem@gmbsdogdl, Gmdgmmog 3sdmgmboen odbs Merkle-ls
dog®. Merkle-s6 @sofigm 53mbEsdgbGHMMo, gPmxgMs©o bywdmfigHol Ldgdom, GmIgmog
990000535Dgde 0465 Lamport s Diffie-ol dogh. ghomyxghsoo bgmmdmfighgdol dgdgdds bsbgls
965350 5dmygbgds: Bzgmmmgd®og, online/offline s forward-secure bgemdm{ig@gddo, multicast
©>5 broadcast $mmgb&0g803530580. gOHMR MO byemdmfighgdol bdgdgdo, 89dwdsggdmao Bos
©5 Chaum-ob s Reyzin Reyzin-ol 9096, Hm3wgdog 56 bemyswgdgh Lamport s Diffie-ols
Lggasl, MsBGMbMS 3356¢MGO 3MT30EgMYdOL MgEBBIYOOL Jodsmm. fobsdgdstyg BEsGos-
9o Bg9b §omIm3zs0039600 S BMbJsool Bsogm® sewamBomal, Hmdols gsdmmgms Boes-Chaum-ol
©>5 Reyzin-Reyzin-ob bggdgd0l yzgwsbg @g3s00 bsfiogos. Bzgh 3sB39b90m, Hma S gmbdgools
350momgmol Bggbo swpam®omdo sMol §HxR0g0 Mmool ©s Bos-Chaum-ol Udgds Bggbo
5amM00dom dgbsdangdgeros gsdmygbgdmen odbgl Merkle-ls bols 3mbLEHwdosdo.
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