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CATEGORICAL INTERPRETATIONS
OF SOME KEY AGREEMENT PROTOCOLS

N. Inassaridze, T. Kandelaki, and M. Ladra UDC 519.72

Abstract. We give interpretations of some known key agreement protocols in the framework of cate-

gory theory and in this way we propose a method of constructing of many new key agreement protocols.
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1. Introduction

Key agreement is one of the fundamental cryptographic primitives after encryption and digital
signature. Key agreement protocols (KAPs) allow two or more parties to exchange information among
themselves over an adversarially controlled insecure network and agree upon a common session key,
which may be used for later secure communication among the parties. Thus, secure KAPs serve as a
basic building block for constructing secure, complex, higher level cryptographic protocols. The first
pioneering work for key agreement is the Diffie–Hellman protocol given in their seminal paper [2] that
invents the public key cryptography and revolutionizes the field of modern cryptography. In [2], a two-
party key agreement protocol was proposed. There have been many attempts to provide authentic
key agreement protocols based on the Diffie–Hellman protocol (see [3, 6, 7, 9]). In the last few
years some effort has been made to construct KAP using hard problems in infinite noncommutative
groups. Here we only mention the idea based on conjugacy search problems that were reckoned as
potentially hard problems for construction of one-way functions (see [1, 4]). To realize the proposed
algorithms, the main attempts were directed to suitable platform group selection. Recently in [8]
the KAP was constructed using matrix power functions based on matrix ring action on some matrix
set and generalizing the Diffie–Hellman KAP. It has been suggested that the main advantage of the
proposed KAP is considerable fast computations and avoidance of arithmetic operations with long
integers. The aim of this work is to suggest a general scheme of constructing KAPs using the category
theory. We assume the reader is familiar with categories (we refer to the classical book of MacLane [5]
for the background in category theory). Based on the structure of categories, we present the above
mentioned KAPs as very particular cases of our categorical KAPs. Working new examples of our
categorical KAPs will be given in subsequent papers.

2. Key Agreement Protocols Related to Categories

In this section, we define KAPs that arise from the structure of categories.

Translated from Sovremennaya Matematika i Ee Prilozheniya (Contemporary Mathematics and Its Applica-
tions), Vol. 83, Modern Algebra and Its Applications, 2012.

1072–3374/13/1954–0439 c© 2013 Springer Science+Business Media New York 439



2.1. KAPs based on categories. Let C be a (nonempty) category and let A and B be objects
of C such that Hom(A,B) �= ∅. We assume that the set Hom(A,B) is a set of possible keys, while
Hom(A,A) and Hom(B,B) are monoids that can be used by Alice and Bob, respectively, for actions
on Hom(A,B) if they wish to create a shared key. According to the structure of the category C, Alice
is able to act on the set of possible keys using the right action of Hom(A,A) on Hom(A,B). Similarly,
Bob is able to act on the set of possible keys using the left action of Hom(B,B) on Hom(A,B). Let
g be a publicly known element of the set Hom(A,B). Then, for creating a shared key, Alice and Bob
can proceed as follows:

(1) Alice selects at random an element f ∈ Hom(A,A) and computes the composition g · f and
sends it to Bob;

(2) Bob selects at random an element h ∈ Hom(B,B) and computes the composition h ·g and sends
it to Alice;

(3) Alice computes ka = (h · g) · f , while Bob computes kb = h · (g · f);
(4) since (h · g) · f = h · (g · f), the shared key is k = ka = kb ∈ Hom(A,B).

This protocol, based on the structure of the category C, is called the categorical key agreement protocol
(CKAP).

2.2. General form of KAPs based on enriched categories. In this section, we give another
scheme of KAPs induced by a structure of a category, but which is enriched over the category of
Abelian groups, i.e., a category whose morphism sets are Abelian groups satisfying some axioms
(see [5]). This construction generalizes the KAPs given in Sec. 2.1 and motivated by some known
KAPs. Namely, our approach makes it possible to interpret many known KAPs as particular cases
of our construction. Let D be a (nonempty) enriched category over the category of Abelian groups.
Clearly, this means that for any objects A and B in this category, Hom(A,A) and Hom(B,B) are
unital rings, Hom(A,B) is an Abelian group, and the composition of morphisms in D is bilinear. Let
A and B be objects of D such that Hom(A,B) �= ∅. Let m and n be natural numbers, AA and BA

be commuting subrings of the (n × n)-matrix ring Mn

(
Hom(A,A)

)
, and AB and BB be commuting

subrings of the (m ×m)-matrix ring Mm

(
Hom(B,B)

)
. Let ϕ be a publicly known (m × n)-matrix

over the Abelian group Hom(A,B). If Alice and Bob wish to create a common secret key, they can
proceed as follows:

(1) Alice selects at random matrices ψa ∈ AA and ωa ∈ AB, computes the product of matrices
ωa · ϕ · ψa, and sends it to Bob;

(2) Bob selects at random matrices ψb ∈ BA and ωb ∈ BB, computes the product of matrices
ωb · ϕ · ψb, and sends it to Alice;

(3) Alice computes ka = ωa · ωb · ϕ · ψb · ψa, while Bob computes kb = ωb · ωa · ϕ · ψa · ψb;
(4) since ωa ·ωb = ωb ·ωa and ψb ·ψa = ψa ·ψb, the shared secret key is the (m×n)-matrix k = ka = kb

over the Abelian group Hom(A,B).

This protocol is called the enriched categorical key agreement protocol (ECKAP). The following
assertion relates the two categorical KAPs presented in this section.

Theorem 2.1. There is a universal faithful functor T from the category of categories to the category
of enriched categories over the category of Abelian groups. According to this correspondence, any
CKAP related to a category C can be interpreted as an ECKAP related to the enriched category T (C).
Proof. We just construct the functor T and omit the proof of its universality since it directly follows
from the construction. In fact, for any category C define the category T (C) as follows: its objects class
coincides with the objects class of C, while HomT (C)(A,B) is the free Abelian group generated by the
set HomC(A,B) for any A,B ∈ T (C). The composition of morphisms in T (C) is obviously induced
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by the composition of morphisms in C. Then it is easy to verify that HomT (C)(A,A), A ∈ T (C), is a
unital ring, the composition is bilinear, and all axioms of the enriched category are satisfied. Hence the
category T (C) is enriched over the category of Abelian groups. Given a category C, one can obtain its
corresponding CKAP as the ECKAP of the enriched category T (C) by assuming that m = n = 1 and
BA and AB are subrings of Mn

(
Hom(A,A)

)
and Mm

(
Hom(B,B)

)
generated by the unital matrices,

respectively.

Remark 2.2. In our constructions, one can successfully use an enriched category over any symmetric
monoidal category, for example, over the category of Abelian monoids (see Theorem 3.3).

2.3. Security problem of CKAPs and ECKAPs. Assume that any KAP must be secure up to
solving a certain mathematical problem in a reasonable length of time. One can see that CKAPs and
ECKAPs are based on the conjecture that a function defined by the composition of morphisms in a
category is a one-way function in general. We suggest that the security of CKAPs and ECKAPs de-
pends on a concrete model of a given category, i.e., the cardinality of “Hom-sets” and the nontriviality
of the morphism composition. We also would like to mention that the security of our categorical KAPs
is not less than the security of the Diffie–Hellman KAP (see [2]) and Ko–Lee–Cheon–Han–Kang–Park
KAP (see [4]), since they are particular cases of our KAPs (see Sec. 3). Further discussion on the
security problems will be developed in subsequent papers where the concrete implementations of our
KAPs are given.

3. Interpretations of Some Well-Known KAPs

In this section, we show that some of well-known KAPs are particular cases of our general categorical
KAPs.

3.1. Diffie–Hellman KAP as a CKAP. The Diffie–Hellman key agreement protocol is defined
in [2]. It has the following form. Let G be a cyclic group and g a generator of G, where both g and its
order s are publicly known. If Alice and Bob wish to create a shared key, they can proceed as follows:

(1) Alice selects uniformly at random an integer m ∈ [2, s− 1], computes gm, and sends it to Bob;
(2) Bob selects uniformly at random an integer n ∈ [2, s− 1], computes gn, and sends it to Alice;
(3) Alice computes km = (gn)m, while Bob computes kn = (gm)n;
(4) the shared key is thus k = km = kn ∈ G.

Theorem 3.1. The Diffie–Hellman KAP is a CKAP based on a certainly constructed category. More-
over, one can interpret it as an ECKAP.

Proof. Let us construct a category C as follows. Let C have only two objects A and B. Let the
morphism sets be Hom(A,A) = N, Hom(B,B) = N, Hom(A,B) = G, and Hom(B,A) = ∅, where N

is the Abelian monoid of natural numbers with respect to usual product. Finally, let the composition
of morphisms be defined by the formulas

n · g = gn and g ·m = gm, m, n ∈ N, g ∈ G.

It is easy to see that the CKAP that arises from the structure of the so-defined category C is exactly
the Diffie–Hellman KAP. Owing to Theorem 2.1, the rest of the assertion follows.

3.2. Ko–Lee–Cheon–Han–Kang–Park KAP as a CKAP. Recall the Ko–Lee–Cheon–Han–
Kang–Park key agreement protocol (briefly, the Ko KAP) given in [4]. Let G be a non-Abelian group
and HA and HB be commuting subgroups of it. Let g be a publicly known element of G. If Alice and
Bob wish to create a common secret key, they can proceed as follows:

(1) Alice selects at random an element a ∈ HA, computes ag = aga−1, and sends it to Bob;
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(2) Bob selects at random an element b ∈ HB, computes bg = bgb−1, and sends it to Alice;
(3) Alice computes ka = a(bg), while Bob computes kb =

b(ag);
(4) the common secret key is k = ka = kb ∈ G.

Theorem 3.2. The Ko KAP is a CKAP that arises from a certainly constructed category. Moreover,
one can interpret it as an ECKAP.

Proof. Let us construct a category C as follows. Let C have only two objects A and B. Let the
morphism sets be Hom(A,A) = HA, Hom(B,B) = HB, Hom(A,B) = G, and Hom(B,A) = ∅.
Finally, let the composition of morphisms be defined by the equalities

a · a′ = a′a, b · b′ = bb′, g · a = aga−1 and b · g = bgb−1

for a, a′ ∈ Hom(A,A), b, b′ ∈ Hom(B,B), and g ∈ Hom(A,B). It is clear that the CKAP that arises
from the category C is exactly the Ko KAP. Now, using again Theorem 2.1, we complete the proof.

3.3. Sakalauskas–Listopadskis–Tvarijonas KAP as an ECKAP. In [8], Sakalauskas, Listopad-
skis, and Tvarijonas defined a KAP (briefly called the Sakalauskas KAP) based on matrix power
functions. Now we recall it but in a slightly modified form. Let S be a semiring and M be a S-
semibimodule, i.e., there exist bilinear right and left actions of S on the Abelian monoid M satisfying
the following associative law:

(lm)r = l(mr), l, r ∈ S, m ∈ M.

Let k be a natural number and let Mk(S) and Mk(M) denote a (k × k)-matrix semiring over S and
a (k × k)-matrix Abelian monoid over M, respectively. It is well known that Mk(M) is a Mk(S)-
semibimodule with respect to the naturally induced right and left actions by the rule of standard
matrix multiplication. Let ϕ be a publicly known (k × k)-matrix in Mk(M), and AA and AB be two
subsemirings of commuting matrices in Mk(S). If Alice and Bob wish to create a common secret key,
they can proceed as follows:

(1) Alice selects at random secret matrices ψa ∈ AA and ωa ∈ AB, computes the product of matrices
ωa · ϕ · ψa, and sends it to Bob;

(2) Bob selects at random secret matrices ψb ∈ AA and ωb ∈ AB, computes the product of matrices
ωb · ϕ · ψb, and sends it to Alice;

(3) both parties compute the following common secret (key) matrix k:

k = ωa · ωb · ϕ · ψb · ψa = ωb · ωa · ϕ · ψa · ψb.

Theorem 3.3. The Sakalauskas KAP is an ECKAP that arises from a certainly constructed enriched
category over the category of Abelian monoids.

Proof. According to the structure of S-semibimodule M, one constructs the enriched category over
the category of Abelian monoids D with two objects A and B and the following “Hom-objects”:

Hom(A,A) = S, Hom(B,B) = S, Hom(A,B) = M, Hom(B,A) = ∅,

while the composition is defined by the right and left actions of S on M. Now, it is obvious that the
ECKAP that arises from the enriched category D coincides with the Sakalauskas KAP.

4. Categorical Multi-Party KAP

This section suggests multi-party KAP based on the structure of a category, hence showing the
advantage of the categorical approach to constructing easily multi-party KAPs. Further investigation
of our categorical multi-party KAP and its working examples will appear in our subsequent papers.
Assume that there is a set S = {A1, A2, . . . , An} of n users. If they wish to agree a common secret
key and for that to use open insecure channels, they can proceed as follows.
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Step 1. Choose an order in S, i.e., S =
(
A1, A2, . . . , An

)
.

Step 2. A category C is public. For each user Ai, 1 ≤ i ≤ n, is chosen an object Ci ∈ C publicly and
(n− 1) elements {g1, . . . , gn−1} such that gi ∈ Hom(Ci, Ci+1).

Step 3. Any user Ai, 1 ≤ i ≤ n, chooses randomly an element fi ∈ Hom(Ci, Ci) and computes

gifi for i = 1,

figi−1 for i = n,

figi−1 and gifi for 1 < i < n.

Then any user Ai sends gifi to any other user Aj for j > i and sends figi−1 to any other user
Aj for j < i.

Step 4. Owing to the associative law of morphism composition in the category C, any user Ai computes

ki = (fngn−1) · · · (fi+1gi)fi(gi−1fi−1) · · · (g1f1) = fngn−1 · · · fi+1gifigi−1fi−1 · · · g1f1 = k

and obtain a common element k ∈ Hom(C1, Cn).
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Universidad de Santiago de Compostela, Spain
E-mail: manuel.ladra@gmail.com

444


	Abstract
	1. Introduction
	2. Key Agreement Protocols Related to Categories
	3. Interpretations of Some Well-Known KAPs
	4. Categorical Multi-Party KAP
	REFERENCES


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 290
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 290
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.03333
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 800
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /DEU <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [594.000 792.000]
>> setpagedevice


